[bookmark: _24._Important_Documents/Reports/For]Annexure /Forms

[bookmark: _GoBack]Attached herewith are the templates and forms (available in softcopy) for various sections of the policy, which can be maintained online or offline as per the requirement. These are provided for proper record-keeping and compliance with policy guidelines

	Section
	SOP Name
	File

	5.1.a
	User Access Request form for System & Application
	


	5.2.b
	IT Department Employee Exit Form and SOP
	

[bookmark: _MON_1788014357]

	7.1
	Data Backup Matrix
	


	9
	ERP Application and Data base details
	


	9.1.c
	ERP Access Request Form
	


	9.3
	Record Retention Schedule

	


	11 
	Cyber Security Incident Reporting & Responding Procedure

	


	12.5.a
	VPN Access request 
	


	16.1
	Internet Access request 
	


	17.1.a
	SOP For Raising Incident and Service Request 
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	17.3
	Raising Service Request 4
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	18.2
	Change Request Form.
	

[bookmark: _MON_1814082427]

	19.2.c
	Record of IT Assets

	


	19.3.a
	IT Asset Allocation Sheet
	

[bookmark: _MON_1814080788]

	19.7
	IT Asset disposal Process & Form Certificate
	



[bookmark: _MON_1814092242][bookmark: _MON_1814080189]
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Data Backup Matrix.xlsx
Sheet1



		LNJ Bhilwara Group

		Data Backup matrix -NOIDA HO

		Name of the Application				Location		Backup Frequency
(Storage device)								Tape Out

				Process Owner		NOIDA HO		Daily 		Weekly		Monthly		Offsite Backup (DR Replication)

		M3 ERP server hosted applciationsv(M3 VM environment)		Vipin Kumar		Yes		Incremental		Full		Yes		DR Replication		Monthly once(full Image including OS and application configuation) till 3 months

		M3 Data Base- Hosted in IBM Iseries		Alok Srivastava		Yes		Incremental in Tape		Full in Tape		Yes		DR Replication		Yes Daily

		Lotus Notes-E-mail 		Vipin Kumar		Yes		Full		Full		Full		DR Replication		Monthly once for the db which is available on server.

		AD Server		Vipin Kumar		Yes		Incremental		Full		Yes		DR Replication		Monthly one backup only

		File Server		Vipin Kumar		yes		Incremental		Full		Full		DR Replication		Monthly once till last 6 month

		M3 Application & Database SQL Server		Vipin Kumar		Yes		Incremental		Full		Yes		DR Replication		Monthly once

		Active directory		Vipin Kumar		yes		Incremental		Full		Yes		DR Replication		Monthly once till last 3 month

		Panorama Application		Vipin Kumar		Yes		Incremental		Full 		Yes		DR Replication		Monthly once till last 3 month

		Tally		Vipin Kumar		yes		Incremental		Full		Yes		DR Replication		Monthly once till last 3 month

		Traveler		Vipin Kumar		yes		Incremental		Full		Yes		DR Replication		Monthly once till last 3 month

		NOW APP Server (file system)		Vipin Kumar		Yes		Incremental		Full		Yes		DR Replication		Monthly once till last 3 month

		NOW DATA BASE-Hosted on IBM I-Series		DK Sinha		Yes		Incremental		Full		Yes		DR Replication		Yes Daily

		SAP APP & DATA BASE-Hosted on IBM I-Series		DK Sinha		Yes		Incremental		Full		Yes		DR Replication		Yes Daily

		NAV SQL Backup		Vipin Kumar		Yes		Incremental		Full		Yes		DR Replication		Monthly once till last 3 month
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ERP Application and Data base details.xlsx
Sheet1



		LNJ Bhilwara Group

		ERP Application Details across LNJB

		Name of the Company		ERP application details		ERP Database		ERP User authentication Mode		Approving Authority

		RSWM Ltd		INFOR- M3 All modules is manged (except HR & Payroll)
HR & PAYROLL  is through RAMCO and KEKA		DB2/AS400		Userid created and authenticated through Domain Active directory 		Functional Manager/Head of Department

		Maral Over Seas ltd		1.NOW -Textile Operational module
2.SAP-Finance Module		DB2/AS400		Userid created and authenticated  through ERP application itself
a)Finance Module-Userid created in SAP
b)Other Operational Non Finance module NOW		Head of Department

		HEG Ltd		1.INFOR LN6FP2-All Modules (except HR)
2.INFOR BAAN IV c4--HR Module		Oracle 11g -hosted on AIX OS
Oracle 10g -hosted on AIX OS		Userid and password is created  in the AIX Operating system and the same Userid is created in the ERP application as well. This userid is ported by the ERP in ora users file at AIX which is used for authenticating the user.		Functional Key User is the approving authority who is delegated to decide and approve the access privileges in ERP application  and In each functions/dept  Key users are identified.
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LNJ Bhilwara Group

ERP Access Request Form



Sapphire Service Request No. : ________________________________________________________

Request Submitted For (Tick whatever applicable)

		□ ID Creation

		□ ID Deletion

		□ Additional Access

		□ Access Removal







Employee Details:

		Employment Type:                    Permanent / Temporary / Contractual / Consultant / Auditor

(Tick whatever applicable)



		Name:

		Designation:



		Employee ID:

		Department:



		E-Mail ID:

		HOD:



		AD ID on which access is required:







Modules (Tick whatever applicable)

		□ Finance

		□ Procurement

		□ Manufacturing



		□ Sales & Marketing

		□ Quality & Assurance

		□ Maintenance



		□ Supply Chain

		

		







Role/s (Please mention M3 Role name required)

		











		Request Submitted By

		Name

		Signature

		Request Date



		Employee Name 

		

		

		







		Request Approved By

		Name

		Signature

		Approval Date



		HOD / Functional Head 

		

		

		







To be filled by IT Department

Total M3 Ids active as on Date: _________________________________________________________

(In case of ID Creation/Deletion)

Request Received Date:_______________________________________________________________



		

		Name

		Signature

		Verification Date
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Record Retention Schedule.xlsx
Records Retention Schedule



		LNJ Bhilwara Group

		Sr. No.		Accounting Records		Retention Period

		1		Accounts Payable ledgers and schedules              		8 Years

		2		Accounts Receivable ledgers and schedules           		8 Years

		3		Cash Books                                                       		Permanently

		4		Charts of accounts                                              		Permanently

		5		Depreciation schedules                                        		Permanently

		6		Expense Analyses/Expense distribution schedules 		8 Years

		7		 Financial statements (year-end, other optional)   		Permanently

		8		General/Private ledgers, year-end trial balance    		Permanently

		9		Internal audit reports (longer retention periods may be desirable) 		3 Years

		10		Inventories of products, materials, and supplies 		8 Years

		11		Invoices (to customers, from vendors) 		8 Years

		12		Journals 		Permanently

		13		Notes receivable ledgers and schedules 		8 Years

		14		 Payroll records and summaries 		8 Years

		15		Petty cash vouchers		3 Years

		16		Physical inventory tags 		8 Years

		17		Plant cost ledgers 		8 Years

		18		Purchase orders (except purchasing department copy) 		1 Years

		19		Purchase orders (purchasing department copy) 		8 Years

		20		 Receiving sheets 		1 Years

		21		Retirement and pension records 		Permanently

		22		Scrap and salvage records (inventories, sales, etc.) 		8 Years

		23		Stenographers' notebooks		1 Years

		24		Subsidary ledgers 		8 Years

		25		Tax returns and worksheets, revenue agents' reports and other documents relating to determination of income tax liability                                                      		Permanently

		26		Vouchers for payments to vendors, employees, etc. (includes allowances and reimbursement of employees, officers, etc., for travel and entertainment expenses) 		8 Years

		27		Witholding tax statements		8 Years



				            Bank  Records		Retention Period



		1		Bank reconciliation 		2 Years

		2		Bank statements 		3 Years

		3		Checks (canceled--see exception below) 		8 Years

		4		Check (canceled for important paments, i.e. taxes, purchass of property special contracts, etc. Check should be filed with the papers pertaining to the underlying transaction) 		Permanently

		5		 Duplicate deposit slips 		2 Years



				CORPORATE RECORDS		Retention Period



		1		Accident reports/claims (settled cases)  		8 Years

		2		Capital stock andbond records: ledgers, transfer registers, stubs showing issues, records of interest coupons, option, etc.  		Permanently

		3		Contracts, mortgages, notes, and leases (expired) 		8 Years

		4		Contracts, mortgages, notes, and leases (still if effect) 		Permanently

		5		Correspondence (general) 		2 Years

		6		Correspondence (legal and important matters only) 		Permanently

		7		Correspondence (routine) with customers and/or vendors 		2 Years

		8		Insurance policies 		3 Years

		9		Insurance records, current accident reports, claims, policies, etc. 		Permanently

		10		Internal reports (miscellaneous) 		3 Years

		11		Magnetic tape and tab cards 		1 Year

		12		Minute books of directors, stockholders, bylaws, and charter 		Permanently

		13		Patents and related papers 		Permanently

		14		Requisitions 		1 Year

		15		Sales records 		8 Years

		16		Stock and bond certificates (canceled)		8 Years

		17		Stockroom withdrawal forms 		1 Year

		18		Trademark registrations and copyrights 		Permanently

		19		Training manuals  		Permanently



				EMPLOYEE RECORDS		Retention Period



		1		Employment applications		3 Years

		2		Garnishments		8 Years

		3		Option records		8 Years

		4		Personnel files (terminated)		8 Years

		5		Sales commission reports		3 Years

		6		Time books/cards		8 Years

		7		Union agreements		Permanently



				REAL PROPERTY RECORDS		Retention Period



		1		Deeds, mortgages, and bills of sale		Permanently

		2		Property appraisals by outside appraisers		Permanently

		3		Property records, including costs, depreciation reserves, year-end trial balances, depreciation schedules, blueprints, and plans		Permanently



				E-MAIL RETENTION RECORDS



				E-Mails Back up		8 Years
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LNJ Bhilwara Group







		Name of SOP: Cyber Security Incident Reporting & Responding Procedure



		Doc. Owner: Group CIO                                                                Classification: Internal

SOP Ref. Number: 



		SOP Ver.

		Prepared By

		Reviewed By

		Approved by

		Date



		1.0

		Kuldeep Singh

		IS & LM Cell

		Group CIO

		







Purpose

The purpose of this document is to establish a standardized procedure for reporting and responding to cyber security incidents. It ensures a coordinated response from the Information Security & License Management (IS & LM) Team, Datacenter Incident Monitoring Team, and other stakeholders involved in the investigation and resolution of cyber security incidents.  



Scope

This procedure applies to all cyber security incidents reported to the IS & LM Cell within LNJ Bhilwara. It covers the reporting, response, escalation, and resolution of incidents based on their severity levels.  



Reporting Procedure

	1. Incident Receipt:

The IS & LM Team receives incidents from various sources, including:  

Help Desk  

Network Operations  

Plant IT Department  

Configured email alerts from security devices  

End users via tickets or emails to cyber.alert@lnjbhilwara.com.  

Emails sent to cyber.alert@lnjbhilwara.com are auto-forwarded to the 24x7 Datacenter Monitoring Team.  

2. Incident Logging:

  The Monitoring Team logs the incident and reports it to the IS & LM Team.  

  A Sapphire incident ticket is raised for tracking and resolution.

	Ticket will be raised by : 

	IT manager - if reported by IT manager

	Other Employees/user - by Data center shift person 



Response to Cyber Incident

1. Incident Assessment: 

The IS & LM Team assesses the severity level assigned by the Help Desk.  

Based on the severity, an emergency meeting may be convened to decide the action plan.  



	2. Action Plan Execution:

The concerned IT Department, Plant IT Team, and users are involved in executing the action plan.  

The response is tailored to the impact of the incident.  





Escalation Matrix







Types of Incidents 



1. High Severity Level Incidents 

Definition: Incidents with long-term business effects, critical system impacts, company-wide consequences, reputational damage, or violations of government laws.  



Examples:

Hacking of enterprise systems or applications.  

Cyber-stalking.  

Government Act violations.  

Loss or theft of confidential information.  

Imminent business disruption due to security issues.  

	Actions:  

IS & LM Team contacts the reporter for initial assessment.  

Emergency meeting convened to determine next steps.  

Interim report prepared, including incident description, affected individuals, and remedial steps.  

Legal Department engaged if necessary.  

Affected devices/systems disconnected from the network until further instructions from Information Security.  



2. Medium Severity Level Incidents

Definition: Incidents with a potential future threat or localized impact on LNJ Bhilwara’s network systems.  



Examples:

Loss or theft of sensitive information.  

Website defacement.  

Personal business operations using the company network.  

Spam degrading system performance.  

Unauthorized excessive resource utilization.  

Compromised faculty or staff accounts.  



	Actions:

IS & LM Team contacts the reporter for initial assessment.  

Severity reviewed to determine if an emergency meeting is required.  

Affected devices/systems may be disconnected until updated or modified by the IT Security Department.  





3. Low Severity Level Incidents  

Definition: Incidents with no imminent threat to LNJ Bhilwara’s network or systems.  



Examples:



Malware/virus-infected systems connected to the network.  

Copyright infringement violations.  

Unauthorized chat/game/file servers.  

Illegal sharing of copyrighted material.  

Spam-related abuse emails.  



Actions:

IS & LM Team contacts the reporter for initial assessment.  

A primary incident handler is assigned to resolve the issue.  

No escalation outside IT is required.  



4. Lowest Severity Level Incidents  

Definition: Incidents with no imminent threat to LNJ Bhilwara’s network or systems.  



Examples:



Spam-related abuse emails to individual less than 10 user received same mail



Actions:

IS & LM Team contacts the reporter for initial assessment.  

A primary incident handler is assigned to resolve the issue.  

No escalation outside IT is required.  





Summary of Actions  

1. Reporting:  

· Ensure all incidents are reported to **cyber.alert@lnjbhilwara.com** or through the Help Desk or send mail at it.support@lnjbhilwara.com

· Monitor and log incidents via the Sapphire ticketing system.  



2. Response: 

· Assess severity and convene meetings as needed.  

· Execute action plans involving relevant teams.  



3. Escalation:

· Follow the escalation matrix based on incident severity.  



4. Resolution:

· Document actions taken and prepare incident reports with RCA for High and Medium level severity 

· Ensure affected systems are secured and updated before reconnection.  





This redefined policy ensures a structured and efficient approach to handling cyber security incidents, minimizing risks, and maintaining business continuity.




Sample 

		Activity

		Time and date

		Description



		IS & LM Team received mail from user

		

		



		Raisied ticket at Sapphire

		

		



		Mail sent to cyber.alert@lnjbhilwara.com

		

		



		Shift incharge/IT Manager reply mail at  

		

		



		IS & LM Team will assess the incident Severity level 

		

		



		Severity Level

		

		



		 IS & LM team may have emergency meeting.

		

		



		Action plan will be decided depending upon the impact of the incident.

		

		



		 Concerned IT Department, Plant IT Team, Users shall be involved to perform action on the cyber incident.

		

		









High Severity:





L1: Concerned IT Manager (1 hr)  





L2: IS & LM Team (2 hrs)  





L3: CIO  





Medium Severity:





L1: Concerned IT Manager (2 hrs)  





L2: IS & LM Team (4 hrs)  





L3: CIO  





Low Severity:





L3: CIO





L1: Concerned IT Manager (4 hrs)





L2: IS & LM Team (8 hrs)  





L1: Concerned IT Manager (12 hrs)

Lowest 

L2: Is & LM Team (24 hours)



















Prepared by 	Reviewed by 	Approved by 

Kuldeep Singh	Raman Munjal	Naresh Sharma





		

DGM- Infra	IS & LM Cell	Group CIO 
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LNJB - VPN Access Request Form

1. Employee Details

Full Name

Employee ID

Department

Designation

Official Email ID

Contact Number

2. Access Details

Justification for VPN Access

Systems/Applications to be Accessed

Location of Access (City/Country)

[1 Laptop [1 Desktop

[T Windows [T macOS

[l Company-owned [1 Personal Device

Required VPN Access From (dd/mm/yyyy)

[]
[l

Mobile

Linux []

Other:

Required VPN Access To (dd/mm/yyyy)

3. Terms & Conditions

- | will comply with RSWM Limited's IT Security Policy and Acceptable Use Policy.

- | will not share my VPN credentials with anyone.

- | understand that my access and activity may be monitored for security purposes.

- | will report any data breach or misuse immediately to the IT Security Team.

Signature of Employee

Date (dd/mm/yyyy)
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LNJB - VPN Access Request Form

4. Manager Approval

Name of Approving Manager
Email

Signature

Date (dd/mm/yyyy)

5. IT Department Use Only

[1 VPN Profile Created: [Yles No
Access Duration (From - To)
Assigned IP (if static)

VPN Group / Policy Name

Created By (IT Admin Name)

Date of VPN Activation
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LNJB - Special Internet/Application Access Request Form

1. Employee Details

Full Name

Employee ID

Department

Designation

Official Email ID

Contact Number

2. Access Request Details

Name of Application / Website / Category

Purpose of Access

Duration of Access Required (From - To)

[l One-time access [1 Recurring access
[l CompanyUse [1 ClientRequirement [] Development/ Testing] Other:

Any Additional Notes / Business_Justification

3. Declaration

- | confirm that the requested access is for official and justified purposes.
- | understand that all internet access is logged and monitored.

- | will not misuse or share credentials or downloaded content.

- | take full responsibility for all activities performed through this access.

Signature of Employee

Date (dd/mm/yyyy)

4. Manager Approval

Name of Approving Manager
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LNJB - Special Internet/Application Access Request Form

Email

Signature

Date (dd/mm/yyyy)

5. IT Department Use Only
[1 Access Approved [] Access Denied

Remarks (If any)

Whitelisted URL / Application / Category

Access Duration Granted

Processed By (IT Admin Name)

Date of Access Implementation
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LNJ Bhilwara Group

SOP For Raising Incident and Service Request in Sapphire
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I. [bookmark: _Toc178251780]Incident Definition

An IT incident is any disruption to an organization's IT services that affects anything from a single user or the entire business. In short, an incident is anything that interrupts business continuity.

Incident management is the process of managing IT service disruptions and restoring services within agreed service level agreements (SLAs).

The scope of incident management starts with an end user reporting an issue and ends with a service desk team member resolving that issue.

II. [bookmark: _Toc178251781]Stages in Incident Management





III. [bookmark: _Toc178251782]Service Request Definition

It is a formal request from user for something to be provided. This can include requests for:

· Access to applications

· Software licenses

· Password resets

· New hardware

· Information or advice

· Installation of a workstation for a new user 



IV. [bookmark: _Toc178251783]Stages in Service Request

Service request management is the process of managing service requests. It involves: Recording service requests, Categorizing service requests, Prioritizing service requests, and Fulfilling service requests.






V. [bookmark: _Toc178251784]Key Definitions

		Definition

		Critical

		High

		Medium

		Low



		Urgency

		1. A core business IT service is un-available and must be restored immediately to minimize a direct financial or security impact on the business.

2. An incident impacting a Management or VIP user.

		1. An IT service is unavailable or degraded, impacting a large group of users, and must be restored within 2 hours to minimize a direct financial or security impact on the business.

2. A small group of users / department is impacted.

		1. A single user is impacted like System is not getting powered on, HDD is crashed, Unable to access e-mail / network.

		1. A single user is impacted like unable to print, system working slow, laptop battery backup is less



		Impact

		1. A core business IT service is unavailable, causing a direct financial or security impact on the business.

		1. An IT service is unavailable or degraded, impacting a large group of users.

2. A small group of users / department is impacted.

3. An incident impacting a Management or VIP user.

		1. A single user is impacted like System is not getting powered on, HDD is crashed, Unable to access e-mail / network which is leading to direct impact on user’s efficiency and henceforth causing the indirect business impact

		1. A single user incident where the impact is not leading to any direct financial or security concern. E.g. unable to print, system working slow, laptop battery backup is less







VI. [bookmark: _Toc178251785]Importance of Priority Matrix

Priority matrix will lead to higher IT service availability by prioritizing critical incidents and focusing limited resources on resolving them first. Once the highest priority incidents are identified, incident resolving resources can focus their attention on these IT service-impacting incidents to resolve them quickly. This reduction of time to resolve high-priority incidents will improve IT service availability.







		Priority Matrix

		IMPACT



		

		Critical

		High

		Medium

		Low



		URGENCY

		Critical

		P1

		P1

		P2

		P3



		

		High

		P1

		P2

		P3

		P3



		

		Medium

		P2

		P3

		P3

		P4



		

		Low

		P3

		P3

		P4

		P4











VII. [bookmark: _Toc178251786]Service Level Agreement for Incident Management

		Priority

		Response Time

		Resolution Time



		P1

		15 Minutes

		1 Hour



		P2

		45 Minutes

		2 Hours



		P3

		1 Hour

		3 Hours



		P4

		1 Hour

		4 Hours







VIII. [bookmark: _Toc178251787]Service Level Agreement for Service Request

		Priority

		Response Time

		Resolution Time



		P1

		30 Minutes

		2 Hours



		P2

		1 Hour

		4 Hours



		P3

		2 Hours

		6 Hours



		P4

		4 Hours

		8 Hours









Step 2 Incident Logging





Enter Title and Description





Step 3 Incident Categorization





Service / Category / Sub-Category





Step 4 Incident Prioritization





Step 5 Submitter Info





Step 6 Incident Assignment





Step 7 Incident Resolution





Step 8 Incident Closure





Urgency - Critical / High / Medium / Low





Web / E-Mail / Phone  / Walk-In





Asset Details





Other Details, if any





Step 1 Access Sapphire





Enter URL - https://sapphire.lnjbhilwara.com





Enter User Credentials





Impact - Critical / High / Medium / Low





Priority - P1 / P2 / P3 / P4



































Step 1 Request Initiation





User / HR / BH / HOD raises the request with approving authority





Step 2 Request Approval





Approval from authorized signatory is submitted to IT for further action





Step 5 Classification & Categorization





Step 7 Request Assignment





Step 8 Request Fulfillment





Step 9 Request Closure





Step 6 Submitter Info





Step 3 Access Sapphire





Enter URL - https://sapphire.lnjbhilwara.com





Enter User Credentials





Step 4 Enter Service Request Details





Service / Category / Sub-Category





Urgency - Critical / High / Medium / Low





Impact - Critical / High / Medium / Low





Priority - P1 / P2 / P3 / P4





Web / E-Mail / Phone  / Walk-In





Asset Details





Other Details, if any
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LNJ Bhilwara Group

Raising Incident through Sapphire IMS



1. Login to Sapphire IMS Portal “https://Sapphire.lnjbhilwara.com/SapphireIMS/LoginPage.do

2. Enter the user credentials



[image: ]



3. Click on Processes Tab on left hand, and select “Incident Management”.

[image: ]



4. Enter the Incident Title and Description.
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5. Select the appropriate Incident Category and other selections.

6. And submit the incident.
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		LNJ Bhilwara Group

		Service Request Form

																																Annexure No.

		General Information (to be filled by Indentor)

				Service  Req. #				RSWM		/		BSW		/		BPCS		/		COMM		/		2014-15		/				Priority						Date		9-Dec-14

								(Company)				(Location)				(ERP)				(Function)				(year)				Sl. No.

				Request Submitted by																										Extn No.

																														Email ID		@lnjbhilwara.com

		Service Request (to be filled by Indentor)

				Type of Service				Problem Definition																						Remarks

				Application

				Desktop/ Laptop

				Printer

				Network

				Internet

				Any Other Service

				Description of Application Service (Attach documents if necesssary )

				Application Name																Module Name												Program Name

		Local IT/Corporate IT Action (to be filled by IT)

				Action Taken				Forwarded to Corporate IT																Observations

				Work Started on				9-Dec-14												Work Completed on								9-Dec-14

				Solution Brief

				Solution Developed by																Solution Accepted by														Closing Date				9-Dec-14





Supporting

		Company		Location		Function		Year		Priority		Type		Action Taken

		RSWM		BSW		MKTG		2014-15		Very High		Functionality		Locally

		MOL		KGM		PROD		2015-16		High		Master		Forwarded to Corporate IT

		BMD		MDP		PPC		2016-17		Normal		Transaction

		BSL		RDV		STORE		2018-19		Low		Reports

		HEG		RGS		MIS						User Rights

		BEL		MOR		COMM

		MALANA		NOD		QC

		ADHPL		MUM		FIN

		BGEL		DEL		HR/ADMN

				JARI		CORP

				MANA
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LNJ Bhilwara Group

Raising Service Request through Sapphire IMS



1. Login to Sapphire IMS Portal “https://Sapphire.lnjbhilwara.com/SapphireIMS/LoginPage.do

2. Enter the user credentials



[image: ]



3. Click on Processes Tab on left hand, and select “Service Request”.

[image: ]



4. Enter the Service Request Title and Description.
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5. Select the appropriate Request Category and other selections. 

6. Attach the required approvals.

7. And submit the request.
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LNJ Bhilwara Group

Raising Change Request through Sapphire IMS



1. Login to Sapphire IMS Portal “https://Sapphire.lnjbhilwara.com/SapphireIMS/LoginPage.do

2. Enter the user credentials



[image: ]



3. Click on Processes Tab on left hand, and select “Change Management”.

4. Enter Change Title, Description and select appropriate classification.

5. Enter the expected closure time

6. Enter Change details – Reason for change, Impact, Backout (Rollback) Plan details

7. Attach the relevant document, if any.

8. Submit the Change.
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Change Request Form.xls
Sheet1

		

		LNJ Bhilwara Group

		Change Request Form

		General Information (to be filled by Indentor)

				Change Request #				RSWM		/				/				/		2024-25		/						Priority						Date

								Company/Location/Departmnet/Year/Sapphire ticket

				Change Request Submitted by																								Email ID		@lnjbhilwara.com

		Proposed Change Request (to be filled by Indentor)/Local IT

				Type of Change Required

				(Document/Report/Application)

				Description of Change (Attach documents if necesssary)

				Application Name																Module Name										Program Name

				What Betterment will be achieve from above development/amendment

				1. Cost Saving								Yes / No

				2. Time Saving								Yes / No

				3. Quality/Controls Improvement								Yes / No

				4. Reduce Manual Working								Yes / No

				5. Avoid duplicacy								Yes / No

				User's signature

		Change Request Review (to be filled by Reviewer and Approver)

				Change Request Reviewed by																								Email ID		@lnjbhilwara.com

				(to be reviewed by Functional Head)

				Change Request Approved by																														Date

				functional manager/Head of Department

		Local IT/Corporate IT Action (to be filled by IT)

				Action Taken																				Observations

				Work Started on																Work Completed on										Effort in Persondays

				Solution ( Brief description)

				Documentation Ref.																Documentation kept at

				Solution Developed by																Solution Accepted by												Closing Date



&CINFORMATION TECHNOLOGY
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Record of IT Assets.pdf


First User Current 
User


Supplier's 
Name Description


Identificatio
n No. (S No. 


/ Lic No.)


Name of the Company
Address


Record of  IT Assets


Classification of Assets : 


Sr. No.


Brief Description of Assets, 
Identification No.  &                  


Supplier's Name Date of 
Purchase


 Total Cost 
(Cost + 


Installation 
and Other 
Charges 


Current 
LocationAsset ID







On Date  By Whom  Vendor 
Period AMC Value Vendor Period Premium Insured Value


 AMC 
Insurance


 Physical Verification 
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LNJ Bhilwara Group

ASSET ISSUE RECEIPT

	

Asset Issue Date : ______________________________________



Sapphire Ref No. : ______________________________________



Employee Name : 

Employee Department : 

Company : 	



Asset Issue Category : Permanent / Temporary Asset Allotment



Asset Type : Desktop / Laptop / Printer / Scanner / TFT / External Harddisk / Tablet / Lapter Adapter (Charger) / Others



		Asset Description



		Make

		



		Modal & Type

		



		Serial Number

		



		System Configuration

		



		Accessories :



		Charger / Power Supply / Bag

		



		Other/s

		



		Notes, if any :









	

Name & Signature of IT Staff 				          Name & Signature of Receiver
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IT Asset Allocation Sheet.xlsx
Sheet1



		LNJ Bhilwara Group



		Asset Location		Employee Name		Department		Asset Belongs To Unit Name		Asset Status		FAR ID		Asset Type		Make		Modal		Serial No		Processor		RAM		HDD		TFT Make		TFT Modal		TFT Serial No.		Remarks		Vendor Name		PO Ref No.		Invoice Ref No.		Purchase Date		Purchase Value w/o Tax		Warranty Expiry
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IT Asset disposal Form.xlsx
Sheet1



		LNJ Bhilwara Group

		Asset Disposal Request Form



		Date

		Name of the Requester

		Employee ID

		Department

		Description of IT Asset

		Reason For Disposal

		Suggested Mode of Disposal		Through govt. authroized E-waste Vendor

		Date of actual disposal



		Signature of 
Requestor		Approval of IT Head		Approval of CIO		Signature of IT Team
member who is
responsible for
disposal
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IT Asset destruction Certificate.xlsx
Sheet1



		LNJ Bhilwara Group

		IT Destruction Certificate



		Name of the Company

		Location

		Department Name

		Date



		Date of Destruction



		Description of record series disposed of:



		Asset Description		Serial Number		Type		Quantity		Remarks

















































		Method Of Destruction



		Burning		□		Shredding		□		Pulping		□

		Reformatting		□		Overwriting		□		Drilling / Crushing		□

		Other Methods		□ Sent to Govt. authroized E-waste Vendor for Electronic E-waste disposal



		Records Destroyed By

		Witness Signature

		Department Manager

		IT Head Signature
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E-waste Log.xlsx
Sheet1



		LNJ BHILWARA GROUP

		FORM OF MAINTAINING RECORDS OF E-WAST HANDLED/ GENERATED
Quantity in metric tonnes (MT) or Kilogram (Kg) per year





		Business Unit :				Location :				Data For the Year :

		1		Name & Address: Producer /
Collection Centre / Dismantler /
Recycle / Bulk Consumer *

		2		Date of Issue of Authorization*
Registration*

		3		Validty of Authorization*
/Registration*

		4		Types & Quantity of e-Waste
Handled/ Generated		Category		Electronic		Quantity

						Item Description

		5		Types & Quantity of e-waste
stored		Category		Electronic		Quantity

						Item Description

		6		Types & Quantity of e-waste
sent to authorized collection		Category		Electronic		Quantity

						Item Description

		7		Types & Quantity of e-waste
transported*		Category		Electronic		Quantity

						Item Description

				Name , address and contact
details of the destination

		8		Type & Quantity of e-waste
refurbished*		Category		Not Applicable		Quantity		N/A

						Item Description

				Name , address and contact
details of the destination of
refurbished materials		Not Applicable

		9		Types & Quantity of e-waste
dismantled*		Category		Electronic		Quantity

						Item Description

				Name , address and contact
details of the destination

		10		Types & Quantity of e-waste
recycled*		Category		Electronic		Quantity

						Item Description

				Type & quantity of material
recovered		Category		Not Applicable		Quantity		N/A

						Item Description

				Name , address and contact
details of the destination

		11		Type & Quantity of waste
treated & disposed		Category		Not Applicable		Quantity		N/A

						Item Description

		* Strike Off whichever is not applicable
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IT Asset disposal process.pdf


1 


Name of SOP: Disposal of IT Assets 


Reference:-Information Security Policy document version 3.5 
Section 4:- IT Asset Life cycle management policy  


1. Purpose
The purpose of this policy is to establish and define standards, procedures, and restrictions for
the disposal of LNJ Bhilwara group IT equipment in a cost-effective manner. The obsolete IT
assets (i.e. desktop computers, servers, etc.) must be discarded through the appropriate
external agents and shall adhere to company-approved methods.


2. Scope
This procedure details  proper disposal of all IT hardware including PC’s, printers, servers,
switches, routers, media tapes or any IT equipment which are beyond reasonable repair or
reuse. Where assets have not reached end of life, it is desirable to achieve some residual value
of the IT asset in question through reselling, auctioning, donation, or reassignment to a less-
critical job function.


3. Procedure
1. Technology Equipment/IT Hardware Asset Disposal


a. When Technology assets have reached the end of their useful life the respective
location IT Department must arrange for disposal as per this SOP.


b. Mark IT Asset as retired as and when it is obsolete or damaged beyond repair.
c. At the end of the asset lifecycle, the IT assets should be marked as retired/inactive in


the ITSM tool and properly disposed of.
d. All data i.e.  all files and licensed software are to be removed from equipment using


disk sanitizing software that cleans the media overwriting each and every disk sector
of the machine with zero-filled blocks.


e. Remove all configuration setting (including User Ids and passwords) permanently.
f. Degauss or overwrite all electronic drives using commercially available disk cleaning


program.
g. Remove platters from the hard drives are and destroy either by (drilling, crushing or


other demolition methods).
h. Assigned Engineer to place  a sticker on the IT Hardware Asset/ equipment case


indicating the disk wipe has been performed, inducting his name, date and time
i. IT Hardware Asset /Technology equipment with non-functioning memory or any


storage device will have the memory or storage device removed and it will be
physically destroyed.







2 


2. Employee Purchase of Disposed Equipment
a. The designated IT Hardware asset/Equipment will be made available for purchase by


employees.
b. Hardware Asset/equipment purchases is to go through the lottery process (in case


there are more than one contenders). Employees cannot purchase their office
computer directly or “reserve” a system.  This ensures that all employees have an
equal chance of obtaining equipment.


c. Finance and IT Team will determine an appropriate cost for each item.
d. All purchases are final. No warranty or support will be provided with any equipment


sold.
e. Any equipment not in working order or remaining from the lottery process will be


donated or disposed of according to current environmental guidelines.
f. Prior to gate out from premises, equipment must be removed from the Information


Technology inventory system and also from the ITSM tool with a comment stating
disposed or purchased by employee etc.


3. IT Asset/ Equipment decommission time lines and replacement
a To the extent feasible this process is to be conducted before the budgeting cycle so


that replacement process can be budgeted and planned for procurement during the 
year. 


b The IT Assets can be decommissioned after a time period as specified below: Though 
this can be industry wide best practice, but the overall decommission of any IT Asset 
shall be internally discussed validated and approved and this time period can be 
more than the specified time period the IT Asset. 


Sno. Type Period 


1 Server 5-8 years


2 Desktop 7 years 


3 Laptop 5 years/OEM Support, whichever is higher 


4 Printer/ Scanner/ Projector 6-10 years


5 Network Devices 8 years 


6 Software Applications Till the OEM is providing support or as per 
Business Requirements 


4.Cycle time and Turn Around Time (TAT)
a. Post receipt of request for IT asset disposal the process cycle time to verify and


complete the disposal of One IT Asset would be around 7 working days. However the
same may vary depending upon the total number of IT Assets, approval from the
management, and vendor selection process.


b. The overall Turnaround time for completion of the task is 30 days
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Annexure 1 –R-04-IT Hardware Asset Disposal form 


Asset Disposal Request Form 


Date: 
Serial Number of IT Asset 


Name of the Requester 


Employee ID 


Department Name 


Description of 
Information Asset 


Reason for Disposal 


Suggested Mode of 
Disposal 


Date of actual disposal 


Signature of Requestor Approval of IT 
Head 


Approval of CIO Signature of IT Team 
member who is 
responsible for 


disposal 


Annexure 2 –R-05-IT Asset destruction Certificate 


Name of the Company: 
Location: 
Department Name: 
Date: 


Description of record series disposed of: 


Asset 
Description 


Serial Number Type Quantity Remarks 


Method of destruction: 
( ) Burning  ( ) Shredding    ( ) Pulping 
 ( ) Reformatting  ( ) Overwriting  ( ) Drilling/Crushing 
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( ) Other Methods____________________________________________________ 


Records destroyed by: ______________________________________________ 


Witness signature: _________________________________________________ 


Department Manager: _______________________________________________ 


IT Head Signature_____________________________________________________ 
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User Access Request / Removal Form for Systems & Applications 


I. To be filled by Requestor


Service Request No. 
Employee Name 
Employee ID 
Designation 
Type of Employment Permanent / Temporary / Contractual / Consultant / Auditor 
Department 
Location 
Name of HOD 


*Tick whatever is applicable


 Request Submitted For: 


Network Access: E-Mail ID:       Lotus Notes    /    G-SUITE


VPN Access: Traveler Access: 


USB Access: ERP Access: 


Internet Access: Others, Pl specify: 


Request Date: Approval Date: 


Requestor’s Signature: HOD’s Signature: 


II. To be filled by IT


Request Received On Date: 
Request Fulfilled On Date: 


Mention the details of ID created / deleted / access given / access removal 
Windows / AD ID: 
E-Mail ID:
Traveler Access: 
VPN Access: 
USB Access: 
Internet Access Category: 
ERP ID: 


IT Engineer Name & Signature Verified by IT Manager Name & Signature 


ID Creation ID Deletion Access Required Access Removal 
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Gatepass.pdf


Page 1 of 1 
 


GATE PASS 
(For IT Assets Only) 


Date :  


Sapphire Ref No. :      Type : Returnable/Non Returnable 
(Sapphire Ref No. is mandatory) 


 


This document contains the list of item/s which is being sent to Vendor : <Name> for repair on returnable 
/ non-returnable basis. 


Detail of the material: 


S/N User Name Department FAR ID Item Make Model Serial No Configuration 
         


 


Additional Information, if any: 
 
 


 


 


In Case of Returnable Item/s only: 
For IT Department:  
 
 
_____________________________________________ 
 
Subhash Kumar \ Kuldeep Singh \ Anil Yadav \ Puja Bali 


 


For Admin Department:  
 
 
__________________________________ 
 


Bhima Rao 
 


In Case of Non-Returnable Item/s only: 
 
 


_______________________________ 
Naresh Sharma 


Chief Information Officer 


 
 


_______________________________ 
K K Chauhan 


General Manager 
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LNJ Bhilwara Group

Employee Exit Policy





As part of the Information Security control documented in the policy, Users who have resigned/left the organization, all access from applications, systems, email, Internet, VPN  shall be deleted/removed.



During exit,  IT clearance check   is a  mandatory control and IT department must ensure that all relevant controls are checked  before signing the IT clearance form.



The IT clearance at HO location shall be given by Lead Helpdesk  for all Users 



Attached here with is the " IT dept Compliance checklist for employee exit" where in all the  relevant tasks documented are to be checked  before providing IT clearance to the User.







Details to be followed as below

· Take print of the form "R-12- IT Dept Compliance checklist  for Employee exit 

·  Validate against each task and provide confirmation by making "Yes/No/NA" 

· Post completion of all the task,  provide confirmation to  Lead helpdesk.

· Lead Help desk to validate and sign the Employee  IT clearance form and shall  inform the respective functional manager  

· Duly completed and signed compliance check list  shall be  filed for any future reference/audit purpose.

· In case of HR staff directly interacting to obtain the IT clearance for any User, shall be notified about this IT dept  compliance check list and  the clearance form shall be signed post confirmation on all relevant tasks from the checklist



.
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IT Department Compliance Checklist for EMPLOYEE EXIT

		Employee Name 

		

		Department & Location

		



		Employee ID

		

		Designation

		



		Name of the HOD

		

		Mention Last working date

		



		TASK

		Compliance Check



		Compliance Check for :-User Access in Domain/Active Directory/VPN client

		



		Has Individual Users Domain/LAN ID been deleted?

				Yes        

		No

		NA









		For Shared Domain/LAN User ID has the request for password change been initiated by HOD/functional manager/any other member of the group who are sharing this user ID?

				Yes        

		No

		NA









		Did IT department Change the Domain/LAN User ID password to a new default and communicate back  to  HOD/functional manager/group members?

				Yes        

		No

		NA









		Have User’s access from all groups/folders in Active Directory been removed/deleted?

				Yes        

		No

		NA









		Is the VPN client access deleted (if granted)?

				Yes        

		No

		NA









		Compliance check for Email Access

		



		Has Individual Users E-mail Id deleted from the Mail server?

				Yes        

		No

		NA









		Is the E-mail Client removed from all the devices?

□ Desktop  

□Laptop  

□Mobile  

				Yes        

		No

		NA



		Yes        

		No

		NA



		Yes        

		No

		NA









		Is the Users E-mail access removed/disabled from below applications?

□ Web Access 	

□ Traveller

□Any other device Mention the device details: □

				Yes        

		No

		NA



		Yes        

		No

		NA



		Yes        

		No

		NA









		For all Shared E-mail ID has the request for password change been initiated by HOD/functional manager/group members who have access to common/shared E-mail ID.

				Yes        

		No

		NA









		Did IT department change the password for shared E-mail ID and communicate back to HOD/Functional manager/group members who have access to this E-mail id?

				Yes        

		No

		NA









		For Laptop users has the archive mails been copied in HOD/Managers/delegate Laptop?

Have all old archive mail files deleted from the users Laptop?

				Yes        

		No

		NA



		Yes        

		No

		NA









		Compliance check for Access deletion from  other Applications

		



		Has the User access been removed/deleted /disabled from these  below applications 

□ Internet 

□ ERP applications  

□ Payroll application

□Any other applications:

		

		Yes        

		No

		NA



		Yes        

		No

		NA



		Yes        

		No

		NA



		Yes        

		No

		NA









		Are all required/relevant Business data  been copied to HOD/functional manager /delegate team members laptop/desktop

Have the data from the Laptop/desktop deleted before its formatted?

				Yes        

		No

		NA



		Yes        

		No

		NA









		Have the  Laptop formatted,  before its issued to new users

				Yes        

		No

		NA









		Name & Signature of  IT  Staff who has verified the compliance

		

		Verified by the Lead Helpdesk 
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